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Stolen Identity Refund Fraud 
SIRF- quick facts 

 
• Identity Theft is the fastest growing crime with 9.9 

million incidents per year (according to the FTC) 
• Per the IRS, in 2014 over 2.7 million taxpayers had their 

ID’s compromised 
• Through the end of September 2016:  

o Per the IRS, they identified 787k returns for $4B 
fraudulent refund claims compared to 1.2M returns 
for $7.2B in first 9 months of 2015. 

o 50% less IRS ID theft affidavits from last year (275k) 
o ~74k returns claiming $372M were flagged and not 

paid due to reports generated by tax industry partners 



Where is the data coming from? 

• Data breaches 
 
 



Top 10 data breaches 2016 

• Department of Fish and Wildlife (ID, KY, OR, WA) ~5.76 million 
• US Office of Child Support Enforcement (WA) ~5 million 
• Banner Health (AZ) ~3.7 million 
• Newkirk Products (NY) ~3.3 million 
• 21st Century Oncology (FL) ~2.2 million 
• Verizon (NJ) ~1.5 million 
• Centene (MO) ~950k 
• Valley Anesthesiology & Pain Consultants (AZ) ~882k 
• Bon Secours Health Systems/R-C Healthcare Mgmt (MD) ~655k 
• Kroger/Equifax W-2 Express (GA) ~431k 

 



Where is the data coming from? (cont’d) 

• Phishing schemes 
o Business E-mail compromise (BEC) 
o Authentic looking e-mail sent to payroll/HR from 

high ranking executive/CEO requesting W-2 info 
 

 
 



Where is the data coming from? (cont’d) 

• Employer BEC Phishing Breach letter example (pg 1) 
 

 
 
 



Where is the data coming from? (cont’d) 

• Employer BEC Phishing Breach letter example (pg 2) 
 

 
 
 



Where is the data coming from? (cont’d) 

• Over 125 known BEC phishing breaches reported to 
Ohio since mid March 2016 
o Examples:  

oMilwaukee Bucks NBA basketball team 
o Sprouts Farmer’s Market 
oUniversities/community colleges 

 
• Sharing with the IRS and other states is vital 

 
 
 



Where is the data coming from? (cont’d) 

• Preparer breaches  
o Fraudster hacks into prep software and submits 

unfiled returns 
o Ransomware 

oDemands bitcoins/online currency in exchange for 
giving client data back 

o Both schemes occurred to 
    Ohio based preps in 2016 



Data sold on dark web 

• TOR (www.torproject.org) 
o US Naval research 
o Donated computer servers 
o Data encrypted through random pathways/nodes 

• Silk Road 
• Alpha Bay Market 

o ~20k fraud items for sale 
• “Fullz” are often sold on per ID basis for 

bitcoin/online currencies 

http://www.torproject.org/


Dark web example 1 



Dark web example 2 



Dark web example 3 



Where is the data coming from? (cont’d) 

• Account Takeovers (ATO) 
• IRS Get Transcripts 
• Older hacks data 

o OPM 
o TurboTax 
o Sony 
o Chase 
o Anthem 

 



Combating Fraud- ID Quiz 
Utilizing ID Confirmation Quiz 
• 60 % reduction in quiz letters from CY 2015.   
• We anticipate further reductions in the coming years.  
 
 



ID Quiz Tutorial and FAQ’s  
• ID Quiz Tutorial and FAQ’s available on ODT’s website to assist 

TP’s and preps 
 

 



Combating Fraud– (cont’d) 

Implemented Analytics model in late CY 2015 
• Provided ability to reduce false positives 

• Efforts in this area continue  



Combating Fraud– Self reporting fraud 



Self-Reporting Fraud 

• 1,340 returns for $4.2M reported by taxpayers 
 

•  134 false positives marked in error by taxpayer 
representing $88,221 



Fraud Trends 
2014 
• ODT Income Tax fraud hit an all time high for suspect refunds 

amounts requested. 
2015 
• ODT saw an increase in refund attempts but a reduction in 

refund amounts. 
2016 
• ODT saw a reduction in both refund attempts and refund 

amounts. 
 



Criminal Investigation items 
• Known preparer schemes 

o Improved efforts in this area continue 
• Ohio based 

o Youngstown individual (October 2015) 
o 1 year in prison  
o 3 years supervised release 
o Restitution owed 

o Toledo individual (August 2015) 
o 8 years of supervised release 
o Restitution owed 
o Community service & Drug/Alcohol program 

• Non-Ohio based 
o Four Miami, Florida individuals (June 2015) 

o 4 years in prison  
o 3 years supervised release 
o Restitution owed 

o One Miami, FL individual (March 2016) 
o 7 years in prison 
o 3 years supervised release 
o Restitution owed 
 

 
 



Preps- Pass through banks 

• Commons banks fraudsters are using as “middle-
man” accounts as a forensic countermeasure 
o Guaranteed payment to preps/software 

companies from tax refund 
o Examples: 

oOhio Valley Bank (Ohio) 
oRepublic Bank (Kentucky) 
o First Century Bank (Georgia) 
oRiver City Bank (Kentucky) 

 

http://www.weldcountybank.com/wp-content/uploads/2016/03/online-banking.jpg


Preps- Protecting your clients & yourself 

• Legal responsibility of businesses & individuals that 
maintain, share, transmit or store taxpayer data to 
have safeguards in place to protect client information. 

• Review IRS Publication 4557  
o The need to safeguard taxpayer data 
o Security (facilities, personnel, IT, computer systems, 

media) 
o Reporting incidents 
o Laws & regulations 
o Best practices 



Preps- Network protection 

• Protecting your network is critical 
o Set up strong required passwords to access, modify, or transmit 

returns when connected to the network (remote access) 
o Make sure all firewalls and anti-virus software are up to date 
o Be cognizant of phishing e-mails (clicking on attachments or 

links) 
o Encrypt e-mails with taxpayer data 
o Periodic training with new/existing 
employees especially those with remote  
access to your network 



Preps- Monitor client returns 

1. Carefully monitor which returns have or haven’t 
been filed yet with your PTIN 

2. Be cognizant of unexpected acknowledgements, 
etc.  

3. Be aware of rejected returns for returns already on 
file 
o If you receive any of the above: 

• Communicating w/IRS & states is vital 
 

https://www.irs.gov/uac/irs-security-awareness-tax-tips 



Preps- Some steps resolve a breach 

• Hire IT resources to provide assistance in protecting 
your system going forward 

• Contact local law enforcement/FBI 
• Contact the IRS/state taxing agencies affected 

o Being assigned a new EFIN/PTIN 
o Making agencies aware for fraud detection 

• Notify clients of breach 
• Assist clients to get legit returns processed as timely 

as possible 
 



Preps- How to assist tax ID theft victims? 

• SPIKES method 
 Setting 
 Perceptions 
 Invitation 
 Knowledge 
 Emotions 
 Strategy 

 



Preps- How to assist tax ID theft victims? 
• Advise the taxpayer who they should contact immediately to 

alert of the ID theft committed: 
o IRS & States 
o Local law enforcement 
o FTC 
o BMV 
o Credit bureaus 

• Assist the taxpayer in submitting their paper income tax 
return with all wage statements  
o Assist the taxpayer in submitting their ID theft affidavit(s) 

• Help the taxpayer with any follow-up on their ID theft 
situation and manage their expectations 

 
 



Preps- How to assist tax ID theft victims? (cont’d) 

• Ohio specific paper ID theft affidavit available on ODT website 
• ODT will accept IRS 14039 as well 

 
 



Preps- How to assist tax ID theft victims? (cont’d) 

• Visit ODT’s website (tax.ohio.gov)- Individual/Identity Theft 
tab; FAQ’s- Income- Identity Theft 
 
 

 
 



Taxation Resources 

• Download ODT’s Mobile app 
– Refund Status 
– Facebook 
– Contact Us 
– Sales Tax Rate Finder 

 
• Sign up for Tax Alerts on ODT’s homepage 



Contact Us 

• Personal & School District Income Tax 
– 800-282-1780 (General #) 
– 614-728-1055 (Tax Practitioner #) 
– Via e-mail at tax.ohio.gov “Contact Us” 

• Survey for your feedback of how we are doing 
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